
Office 365 certificate renewal  

 

 

If you are an office 365 Administrator you may have received an email from Microsoft similar to the 

one shown below showing that your office 365 certificate is going to expire. The process to update 

this can be seen here (https://azure.microsoft.com/en-us/documentation/articles/active-directory-

aadconnect-o365-certs/) however there may be further steps required to ensure that your 365 

system continues to function properly after renewing your certificate.   

 

  

 

 

https://azure.microsoft.com/en-us/documentation/articles/active-directory-aadconnect-o365-certs/
https://azure.microsoft.com/en-us/documentation/articles/active-directory-aadconnect-o365-certs/


Symptom – My certificate is updated and email is flowing but I cannot access my global address list 

or set up new outlook profiles. Accompanied by event viewer error 342 Source: ADFS stating Token 

validation failed - invalid credentials on mailboxes.  

Likely cause – your certificate has updated but the ADFS service account does not have read access 

to it.  

Solution – Set the permissions on the new certificate so that the account running your ADFS service 

has read or higher access. To do so follow these steps  

Step 1 – Identify which account the ADFS service is running under, do this by right clicking the 

properties of the active directory federation services service in services.msc and selecting properties 

and under the log on tab it will show you under ‘this account’. 

Step 2 – Open MMC and add the certificates snap in with the local computer account.  

Step 3 – Under personal right click the new certificate and select manage private keys  

Step 4 – Grant the ADFS service account you identified earlier read access or higher permissions 

Step 5 – Restart the ADFS service  

 

  

 

 

 

 

 



Symptom – No mail is flowing and outlook cannot connect.  

Likely Cause – The new ADFS certificate has not been set as the service communications certificate  

Solution - You will need to set the new non expired certificate as the ADFS services communications 

certificate from within the ADFS control panel located in Administrative tools. Follow these steps to 

do so  

Step 1 – Open Administrative tools on your ADFS server and launch ‘ADFS’  

Step 2 – Expand service and right click on certificates  

Step 3 – Click Set service communications certificate and pick the new one  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



Symptom – my organisations ADFS Sign in page has an expired certificate  

Likely cause – you need to update the bindings via powershell for HTTPS for AD FS and the device 

registration service  

Solution – You will need your new valid certificates thumbnail and access to powershell on the ADFS 
server (Microsoft ref https://technet.microsoft.com/en-us/library/dn479374(v=wps.630).aspx ). 
Perform the following steps: 
 

Step 1 – Ensure that a valid new certificate has been imported to the personal store on the ADFS 

server and grab the certificates thumbprint (this can be found in the details pane of the certificate 

when opened)  

 

Step 2 – Copy it to a text file and remove the spaces, you will need this in the next step  

Step 3 – Open powershell and enter the command Set-AdfsSslCertificate – Thumbprint *YOUR 

THUMBPRINT* For example: Set-adfssslcertificate -Thumbprint 

63f915c69a98a32ddfab3aa8922476b86114b5c2  

Step 4 – Press enter and then restart your ADFS service, once restarted the ADFS login web page 

should now use the new certificate for its bindings  

 

https://technet.microsoft.com/en-us/library/dn479374(v=wps.630).aspx

